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MpunoxeHwue

METOAMYECKUE PEKOMEHOALIUUN
O PASBMELUEHUN HA NTHO®OPMALUMUOHHBIX CTEHAAX, OPULIMATIbHBIX
WHTEPHET-CAUTAX U APYITUX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB,
OCYLUECTBNAOLWKUX YNPABJIEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUN
O BE3ONACHOM NOBEAEHUUN U UCTOJIb3OBAHUU CETU "MHTEPHET"

okcneptamn n  uneHamu BpemeHHonm komuccum CoeTta Pepepaumm Mo
pasBUTUIO MHMOPMaUMOHHOIO Ob6LLecTBa B pamMKax BbIMNOMIHEHUS pPEKOMeHAaUnn
naprameHTCKMX cnywaHun "AkTyanbHble BOMpoOCbl obecneyeHusi 6Ge3onacHoOCTU W
pas3BuTua geten B MHGAOPMALMOHHOM NpPOCTpaHCTBE", KoTopble npownun B CoBeTte
depepaumm 17 anpena 2017 r., 6binn paspaboTaHbl METOANYECKNE PEKOMEHOALMN O
pasMeweHnn Ha WHPOPMALUMOHHBLIX CTeHOax, oduuuanbHbIX WHTEPHET-canTax W
APYrMxX MHGPOPMAaUUNOHHBIX pecypcax obeobpasoBaTenbHbIX OpraHM3aunin 1 OpraHos,
OCYyLLEeCTBNALWNX ynpaBrneHne B cepe obpasoBaHud, UHGopMauun o 6esonacHoM
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - MeToguyeckue
pekomeHgauunn).

MeToanyeckne pekoMeHgauMn HanpaefeHbl Ha KavyeCTBEHHOEe MOoBblIEeHUE
YPOBHS WMHGOPMALMOHHOW [OesaTenbHOCTM o6weobpa3oBaTenbHbiX OpraHusauum wu
OpraHoB, OCYLlEeCTBNAWOWMX ynpaeneHne B cdepe ob6pasoBaHus, B 4acTu
NHPOPMUPOBAHNA  yyalMXCs, WX poauTenen (3akOHHbIX NpeacTtaBuTenen) wu
negarormyecknx paboTHMKOB 06 OCHOBHbIX acnekTax MHAOPMaLNOHHON 6e30MacHOCTH.

MeToaunyeckune pekoMeHaauum no3Bonar obweobpasoBaTefibHbIM
opraHuMsauusiM n opraHam, OCYLLEeCTBASKOLWMM ynpasreHne B cdepe obpasoBaHus,



aKTyanuampoBaTb yXXe UCNoNb3yemMble N pasMeLleHHble MHOPMaLMOHHbIE MaTepuarnsbl,
Tak N NoarotoBUTb UX B Criydae WX OTCYTCTBUA C YYeTOM JydlUX MPaKkTUK W
pekoMeHaauun.

B pamkax meToouMyecknx pekoMeHOauunh paccMaTpuBalroTcs  cregyloLiuve
WHCTPYMEHTbI:

1. HOPMAaLMOHHbIE CTEHbI,

2. ohuumarnbHble MHTEPHET-PECYPCHI;

3. cpenctBa MaccoBov MHopmaumm (LIKOMbHbIE raseTbl, negarornvyeckune
n3gaHus u gpyrue).

MUHdopmaumoHHble cTeHAbI

Ha wHpopmaunoHHbix cTeHgax B 00weobpasoBaTenbHbIX OpraHu3aumsix,
pacrnonoXeHHbIX B hone ydpexaeHun n B kabmHeTax, OCHALLEHHbIX NepCcoHanbHbIMU
ycTponctBamm [gna Bbixoga B ceTb "VHTepHeT", pekoMeHOyeTca pasmMecTuUTb
WH(POPMAUMNOHHbIE NaMATKW, codepXalinme OCHOBHble coBeTbl No obecneyvyeHuto
NHOPMaLMOHHOM 6E30MaCHOCTN yYaLLnXCS.

B npunoxeHnn N 1 Kk metoguMyeckum pekomeHgaumsim npencrasneH obpasel
namMAaTKU Ang pasmMeLleHnss Ha MHPOPMaLMOHHbBIX CTeHAaXx.

CpenctBa maccoBoun UH(popmaumm

B cpeacteax maccoBon MHGOpMauuM, OPUEHTUPOBAHHBLIX Ha OOy4aroLmMxcs,
pekomMeHayeTcs B TedeHne ydebHoro roga perynspHo nybnukosaTb MH(OPMAaLMOHHbIE
MaTtepuanbl, NOCBSILLEHHbIE OTAENbHLIM acnektam nHdgopmaumoHHon 6e3onacHocTh, a
TaKKe pasfiMyHble NamMsaTku obLLero xapakrepa.

B cpegctBax maccoBov MHOpMaLMK, OPUEHTUMPOBAHHLIX Ha MNegarornyeckyto
0o0LLEeCTBEHHOCTb, peKoMeHOyeTCA B TeYeHWe KaneHgapHoro roga perynsipHo
ny6nvkoBaTb MHGOPMALMOHHbIE MaTepuarnbl, NOCBSLLEHHbIE OTAENbHbIM acnekTam
NHGOPMaLMOHHOWN ©e3onacHocTn Kak HEeCoBEPLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auMi, a TaKkke pasfMyHble namsaTkn, 0630pbl
HOPMAaTMBHO-NPABOBOrO PErynMpoBaHns aHHOW cdepbl M MHAOPMALMIO O akTyarnbHbIX
MEpPONpUATUSX N COBbITUSX B aHHOW cdhepe.

B xope npoBepgenus EgmHoro ypoka no 6GesonacHoctn B cetu "HTepHeT"
pekomeHayeTcsa obecnevntb BbIMYCK TeMaTMYecKoro BblMyCKka CpeacTBa MacCOBOW
nHcpopmauun nnbo cepum nyénukaunn, cpeam KoOTopbiX pacCMOTPETb OpraHM30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poguTenen (3akoHHbIX npeacTaBuTenen) wu
negarormn4eckon ooLLLEeCTBEHHOCTMU.

OdmumnanbHble UHTEpHET-pecypcbl

O6weobpasoBaTenbHbIM opraHu3auusam pekoMeHayeTcs Ha CBOUX
omumanbHbIX NHTepHeT-pecypcax obecneunTtb YHKUMOHNPOBaHNE
CaMOCTOSATESIbHOIO " cneunannu3npoBaHHOro pasgena "MHpopmaumnoHHas
BGe3onacHOCTL", B paMKax KOTOPOro npeaycMoTpeTb pasMelleHne crnegyolen
NHJOpMaLUK:



dopmar

Pa3gen/noapasaen | npeacTaBieHUus CopepxaHue MaTepuaioB
MaTepHuaJjioB
lokanbHble Konuu PasmelyatoTca Konun JOKYMEHTOB, T.e.

HOpPMaTMBHbIE aKTbl B
cchbepe obecneyeHust
MHOPMaLNOHHOM
GesonacHoCTK
oOyuvaroLmxecs

[TOKYMEHTOB B
dbopmate *PDF

CKaHWPOBAHHbIN BapuaHT LOKYMEHTA,
COOTBETCTBYHOLLMI TpeOOBaHUAM K
napameTpam CKaHUPOBaHMS.
PasmelatoTca JOKYMEHTHI,
pernameHTUpyroLmne opraHmsaumio u
paboTy C NnepcoHanbHbIMU JAHHbIMU,
nnaHbl MeponpusaTui No obecneyeHnto
NHOPMaLMOHHON Be3onacHoOCTH
oOyuatomxeca n gpyrue.

HopmaTueHoe
perynupoBaHue

Konuu
1OKYMEHTOB B
dopmate *PDF

My6nukytoTcs akTyanbHble CBEAEHNSA O
benepanbHbIX 1 permoHarnbHbIX 3aKOHax,
NMCbMax OpraHoB BRacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTbI,
pernaMmeHTupyoLime obecneyeHne
NHpOPMaLMOHHON Be30nacHOCTH
HecoBepLUEeHHONeTHMX. [lonyckaeTca
BMECTO KOMWI pa3meLLaTb rMnepcebiikm
Ha COOTBETCTBYIOLLME AOKYMEHTHI Ha
caniTax opraHoOB rocyaapCTBEHHOM
BMnacTu.

MNeparornyecknm
paboTHMKaMm

TekcT Ha
CTpaHuue canta
Konuu
TOKYMEHTOB B
dopmate *PDF

Pasmellatotrca meToanyeckue
pekoMeHaauun n ykasbiBaeTcs
NHpopMaLna 0 MePONPUATUAX, NPOEKTax
N NporpaMmmax, HanpasreHHbIX Ha
noBblLEeHE NH(POPMaLIMOHHOWN
rPaMOTHOCTU Nefarornyeckmnx
pabOTHNKOB.

O6y4atommces

TekcT Ha
CTpaHuue canta

PasmelyaeTcs nHgpopmaumoHHas
namsaTka (npunoxerHne N 2) n
yKka3sblBaeTcsa MHopmaums o
MEeponNpUATUSX, MPOeKTax u NporpaMmmMax,
HanpaBfeHHbIX Ha NOBbLILLEHNE
MHPOPMALIMOHHOW rPaMOTHOCTU
oOy4atoLmxcs.

Poautenam
(3aKOHHbIM
npeacTaBuUTensam)
oOy4atoLmxcs

TekcT Ha
CTpaHuue canta

Pasmeluaetcs nHgopmaumoHHas
namsTka (npunoxeHue N 3).

[leTckne 6e3onacHble
caunThbl

TekcT Ha
CTpaHuLe canTa

Pasmelyaetca nigpopmaums o

pekomeHayemblX K UCMoJib30BAHNKO B




y4yeBHOM npoLecce 6e3onacHbIX canTax,
OaHHepbl 6e3onacHbIX AETCKMX CanTOB.

OpraHam, ocyuwlecTersiowmMM  ynpasreHne B cdepe  obpasoBaHus,
pekoMeHayeTcs Ha CcBoMX  odmumanbHblx  UIHTepHeT-pecypcax  obecneunTb
PYHKUNOHUPOBAHME  CaMOCTOATENbHOMO M Cneynanu3npoBaHHOro  pasgena
"MIHpopmaumoHHasa 6e3onacHOCTL", B pamKax KOTOPOro npenycMOTpeTb pasMeLleHune
cneyoLien nHgopmMmauuu:

MpunoxeHne N 1
NAMATKA
Oonsa osYYAKOLWMXCA O UHOOPMALMOHHOW BE3OMNACHOCTU OETEN
HEJIb3A

1. Bcem nogpsag coobuwiatb CBOK YacTHYK MHopmMaumio (HacToswme wums,
damunuio, TenedoH, agpec, HoMep LWKOSbI, a Takke oTtorpadumn cBou, CBOEN CEMbU

n npysen);

2. OTkpblBaTb BIOXEHHble pannbl 3MEKTPOHHOM MOYTbl, KOraa He 3Haellb
oTnpaBuUTeENs;

3. pybuTb, NpuamMpatbCcs, okasblBaTb AaBreHue - BeCTU cebs HeBEXNMBO U
arpeccuBHO;

4. He pacnopsipkanca geHbramm TBoen ceMbmn 6€3 paspelleHunst CTapLlumx - Bcerga
cnpawuBan poautenen;

5. He BcTpeyvanca ¢ IHTepHeT-3HaKOMbIMU B peasibHON XXU3HWU - NOCOBETYNCS CO
B3pOCbIM, KOTOPOMY JOBEpPSiELb.

OCTOPOXHO

1. He Bce nuuwyT npaeay. YuTtaews o cebe Henpaeay B NHTepHeTe - coobuim 06
9TOM CBOUM POAUTENSM UIU OMEKyHawM;

2. lMNpurnawatT nepenucbiBaTbCH, Urpatb, 0bMeHMBaTbCs - NPOBEPb, HET NK
noaBoxa;

3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBar B3pocCsibiM 0 npobriemax B CeTU - OHWU BCerga nomoryT;

5. Ncnonb3yn HacTponkn 6e30nmacHOCTU U NPUBATHOCTU, YTOObI HE MNOTEPATb
CBOM aKKayHTbl B COLCETHX U ApYrnx nopranax.

MO>XHO

1. YBaxawn gpyrux nornb3oBaTenen;

2. Nonb3yewbcs NHTEPHET-UCTOYHUKOM - ienai CCbIfIKy Ha Hero;

3. OTKpbIBal TOMbKO T€ CCbIfIKK, B KOTOPbIX YBEPEH;

4. ObwaTtbca 3a NOMOLLbIO B3POCIbIM - POAUTENW, ONEKYHbl N aAMUHUCTPaLMS
canToB Bcerga nomMoryr;

5. MNMpongn obyyeHne Ha cante "CeTeBMYOK" M MONy4nM nacnopT LMUGPPOBOro
rpaxgaHuHa!



Mpunoxexne N 2
MHOOPMALUOHHAA NMAMATKA
OnAaA ObYHAKOLWUXCA ONnA PASMELLEHUA
HA O®PULUUNATIbHbIX UHTEPHET-PECYPCAX

C KaxgblM roioM MOSOAEeXN B MHTEPHETe CTaHOBUTLCA Oornblue, a LUKONbHUKN
OHU N3 caMbIX aKTUBHbLIX nornb3oBatenen PyHeta. Mexagy TeM, NOMUMO OrpPOMHOIo
KOnmnyecTBa BO3MOXHOCTEMW, MHTEpPHET HeceT W npobnembl. JTa namMsaTka [OSDKHa
nomoyb Tebe 6e3onacHoO HaXoAUTLCA B CETWU.

KomMnbloTepHble BUPYChI

KoMnbloTepHbIN  BUMPYC - 3TO pPasHOBUOHOCTb KOMMBKOTEPHbLIX Mporpamm,
OTNIMYUTENBHOM OCOBEHHOCTBLIO KOTOPOM SIBNSAETCA CMOCOBHOCTb K pasmMHOXeHuto. B
AOMNOSIHEHME K 3TOMY, BUPYCbl MOTYT MOBPEeauTb WM MOJSIHOCTBI YHUYTOXWUTL BCe
annbl M JaHHble, MNOOKOHTPOSIbHbIE MONb30BaTEN, OT MMEHUW KoToporo 6bina
3anylweHa 3apaxeHHas nporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
OnepaumoHHy0 cuctemy co Bcemu davnamum B uenomMm. B GonblunHCTBE crniyvyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToAabl 3aWmTbl OT BPeAOHOCHbLIX NPOrpamMm:

1. Ncnonb3yn coBpeMEHHbIE OMnepaunoHHbIE CUCTEMbI, UMEKLINE CEePbE3HbIN
YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX MPOrpamm;

2. TloctosHHO ycTaHaBnmBah natuM  (UMPOBLIE  3annaTtky, KOTopble
aBTOMaTUYEeCKN YCTaHaBNMBAKTCA C Uenblo [opaboTkum nporpammbl) W - apyrue
oBHOBMNEHNA CBOEN onepaumoHHon cuctemMbl. CkaumMBanm MX TONbKO C odmumnanbHOro
canta paspabotunka OC. Ecnu cywecTtByeT pexum aBTOMaTM4Yeckoro OBHOBREeHus,
BKITHOUU €rO;

3. Pabortan Ha cBoeM KoMMblOTEPE MOA4 nNpaBaMu Monb3oBaTens, a He
agMuHUCcTpaTopa. 3TO He No3BONUT  OOMbLUMHCTBY BPEAOHOCHBLIX  Nporpamm
WHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Wcnonb3yh  aHTUBMPYCHble  NpoOrpamMHble  MPOAYKTbl  U3BECTHbIX
npon3soguTenen, ¢ asToMmaTn4eckum obHoBneHmem 6as;

5. OrpaHunyb m3n4eCcKnin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NnL;

6. Mcnonb3yn BHELLWHWE HOCUTENW MHgOpMaLMK, Takne Kak donewlka, UCK Unu
drann n3 MHTepHeTa, TONbKO U3 NPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpblBa KOMMbHOTEPHbIE (pannbl, MOMyYEHHblE W3 HeHaOeXHbIX
NCTOYHMKOB. [laxe Te (pavnbl, KOTOpble npucnan TBOW 3HAKOMbIW. Jlydwe yTo4HW vy
Hero, OTnpaBnsAn N oH Tebe ux.

Cetn Wi-Fi

Wi-Fi - aTo He BuA nepefadn OaHHbIX, HE TEXHOMNOMMS, a BCEro nuwb 6pens,
mMapka. Ewe B 1991 rogy HuagepnaHackas KoMMNaHusa 3aperucrpupoBana OpeHa
"WECA", yto o6o3Hauvano crnosoco4vetaHne "Wireless Fidelity", koTopbii nepeBoantcs
Kak "bGecnpoBogHasi TOYHOCTbL".

[o Hawero BpemeHu gowna gpyras abbpesnaTypa, KoTopas SABMSETCS TaKoW e
TexHonorven. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAaHO C HAMEKOM Ha



cTaHOapT Bbiclwen 3ByKoBoM TexHuku Hi-Fi, 4yto B nepeBoge o3Ha4daeT "BbicOKas
TOYHOCTBL".

[a, GecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTensax u asponopTax sBnseTcs
OT/NIMYHOM BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrme akcnepTbl CYMTAOT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl No 6e3onacHocTU paboTbl B obwenoctynHbix cetax Wi-Fi:

1. He nepepgaBan CBOKW NMYHYKO MHopMaunio Yepesd obienoctynHole Wi-Fi
cetn. PaboTasa B HUX, XenaTtenbHO He BBOAUTb NaposiM OOCTyna, NOrMHbI U Kakue-To
HOoMepa;

2. Wcnonb3yn M OGHOBNAN aHTMBUPYCHble nporpammbl U GpaHamayep. Tem
cambIiM Tbl 06e3onacuib cebsa OT 3akadkm BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ucnonb3doBaHum Wi-Fi oTkntoum dyHkumio "O6wmin gocTtyn K dannam u
npuHtepam". [aHHas QyHKUMA 3akpblTa NO  YMOMYaHWIO, OAHAKO HeKoTopble
nonib3oBaTeNM akTMBUPYIOT ee Ang ygobcTea ncnonb3oBaHnsa B paboTe nnm yyebe;

4. He ncnonbayn nyonuunein WI-FI ana nepegaym nuyHbIX gaHHbIX, Hanpuvep
ANd BbIXOAa B coUMarnbHble CETU UMW B 9NIEKTPOHHYHO NOYTY;

5. icnonb3yi Tonbko 3almuieHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e.
npwn Habope Beb-agpeca BBoAM MMEHHO "https://";

6. B wmobunbHoM TenedoHe oTkouM  yHkumo “lMogknoveHne Kk Wi-Fi
aBToMaTu4deckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouumanbHble ceTu

CoumarnbHble CETU aKTUBHO BXOAAT B HaLly XW3Hb, MHOrMe nwoau padoTtarT u
XUBYT TaMm NOCTOSAHHO, a B Facebook yxe 3apernctpypoBaH munnvapn 4YenoBek, YTo
SABNSETCA OOHOW cedbMoOW BCex xutenen nnaHeTtbl. MHorve nonb3oBaTenun He
NMOHMMALOT, YTO MHOPMaLMA, pasMeLLEeHHass UMM B COLMarbHbIX CETAX, MOXET OblTb
HangeHa W UCMonb3oBaHa KemM YrogHo, B TOM u4ucrie He obsasaTtenbHO ¢ 6narumm
HaMepeHNAMMN.

OcHoBHble coBETLI N0 6€30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y 1ebs B Apy3bsiX HE OOMKHO ObiTb CriyYyanHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awmuian CcBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOEro pOXAEHUS U OPYryK JIMYHYK MHGOPMaLMo. 3MOYMbILWEHHUKU MOryT
MCcrnonb3oBaTh Aaxe WHOPMaUUIO O TOM, Kak Tbl U TBOM poaUTENU NnaHupyeTte
NPOBECTU KaHUKYbI;

3. 3awumuian cBoK penyTauuio - epXn ee B YACTOTe M 3agaBaun cebe Bonpoc:
xoTen Obl Tbl, YTOObLI ApyrMe nonb3oBaTenn BUAENW, YTO Thbl 3arpyxaewb? Nogyman,
npexae 4Yem 4YTo-To onybrmMkoBaTb, HAaNUcaTb U 3arpy3unTb;

4. Ecnv Tbl roBopullb C fOObMW, KOTOPbIX HE 3Haellb, He WCMNOofb3yn CBOE
peanbHOE UMS 1 OPYIYHO NUYHY MHAOPMaLUUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl
N npoyee;

5. UN3beran pasmelieHuns dotorpacdumn B NHTEepHeTe, rae Tbl n3obpaxeH Ha
MECTHOCTM, MO KOTOPOM MOXXHO OMNpeaeniuTb TBOE MECTOMNONOXEHUE;



6. MNpu pernctpauum B coumanbHOM CETU HEODXOAMMO MCMNOMb30BaTh CIOXHbIE
naponu, cocroswme n3 6yks 1 LM@pP 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona counanbHOW ceTu, NoYTbl U APYrMX CanToB HEOOXOAMMO MCMNONb30BaTb
pasHble naponu. Toraa ecnu 1eba B3NOMaroT, TO 3MOYMbILLMAEHHMKN NonyyaT AOCTyn
TONBbKO K OAHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AeHbIU

ONEKTPOHHbIE [AEHbMM - 3TO O4veHb YyAoOHbIM crnocob nnatexen, OAHaKo
CYLLECTBYIOT MOLLUEHHMKWN, KOTOPbIE XOTAT NONYyYNTb 3TN AEHbLIN.

OnEeKTPOHHbIE OEeHbIMN MOSIBUIINCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOMMX rocygapcraax 40 CUX NOp He NPONMCcaHOo NPO HUX B 3aKOHAaX.

B Poccun xe OHM PyHKUMOHMPYIOT M O HUX yXKe MPOMMCaHO B 3aKOHe, rae ux
pas3nenstoT Ha HECKONbKO BUAOB - @aHOHUMHbIE N HE @aHOHMMHbIE. PasHuua B TOM, 4YTO
aHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa nNpoBOAUTbL onepauun 6e3
noeHTurKkaumMm nonb3oBaTensi, a B HeaHOHMMHbIX MAEHTMdUKaUUSA nonb3oBaTens
sBnsaeTcs 0b6s3aTenbHOMN.

Takke cnegyeT pasnuyaTb OfEKTPOHHble  uaTHble AeHbrn  (paBHbI
rocygapCTBEHHbIM BantoTam) W 9fEeKTPOHHble HeduaTHble [AeHbrM (He paBHbI
rocyaapCTBEHHbIM BarntoTam).

OcHoBHble coBeTbl No BesonacHon paboTe C ANEKTPOHHLIMU AeHbraMMu:

1. MNpuBskn K cyeTy MOOUNbHBIN TenedoH. BTo cambli YAOOHbIN U BbICTPbIN
cnocob BOCCTaHOBUTb A0CTyn K cyeTy. [lpmBs3aHHbIM TenedoH MNOMOXET, ecnu
3abygellb CBOM NNaTeXHbIN Naposb U 3angellb Ha CauT C HE3HAKOMOIO YCTPOWMCTBA;

2. Wcnonb3yn opHopasoBble naponu. [locne nepexoga Ha  YCUNEHHYHO
aBTopm3aumo Tebe yxe He OygeT yrpoxaTb OMAaCHOCTb Kpaxu WM nepexsaTta
nnaTeXxHoro naposns;

3. Boibepu cnoxHbi naponb. MNpectynHukam ByaeT He NpoCTo yragaTb COXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaTt He MeHee 8 3HaKoB U
BKMOYaOT B cebs CTPOYHbIE M MPOMUCHbIE BYKBLI, UUAPbLI U HECKOSbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbii 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA canTax, KOTOPbIM HEe JOBEpPSELLb.

ONeKTpoOHHas noyTa

ONeKTPOHHas noyTa - 3TO TEXHONorMst U NpefocTtaBndemMble er yCryrn no
nepecbisike N MNOSTYYEHUIO SNEKTPOHHbIX COOOLLEHMIA, KOTOpble pacrnpefensitotca B
KoMnbtoTepHOM ceTu. OObIYHO 3MEKTPOHHbLIA MOYTOBbLIM AWK BbIrMAAUT Crieayrowmm
obpasom: umMmsA_nonb3oBaTens@uMsa_fOMeHa. Takke Kpome nepefadm npocToro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepeaaBaTtb haunsibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOW MOYTOMN:

1. Hago BbiGpaTtb NpaBuribHbIA NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrPOMHbIN
BbI6Op BecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nyylle JOBEPSTb TEM, KOro 3Haellb U
KTO NepBbi B PENTUHTE;

2. He ykasblBa B NUYHOM MNOYTE JMYHYKO WHGOpMauuvio. Hanpumep, nydwe
BbIGpaTh "My3blKanbHbIN_aHaT@" nnn "pok2013" BmecTto "temal3";



3. Vcnonb3yn OByxaTanHyt aBTopu3aumio. 3TO Korga NoMMMO Mapons HYXHO
BBOOMTb KO, nNpuckinaemMblin no SMS;

4. Bbibepu CnoxHbIvi Nnaponb. s KaXkaoro NoYToBOro silMKa A0SMKeH BbiTb CBOM
HaOeXHbIN, YCTONYMBLIN K B3ITOMY Maporb;

5. Ecnu ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOW JIMYHbLIA BOMPOC, UCMOMb3Yyi
9Ty BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO NMOYTOBLIX ALWMKOB. [lepBbln A9 YaCTHOW Nepernucku ¢
agpecatamu, KOTOpbIM Tbl JoBepsielb. JTO OMNEKTPOHHbIM  aApec He Hajo
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax u cantax;

7. He oTkpbIBay hannbl 1 gpyrue BnoXeHUsi B MMCbMax, AaXe eCnu OHW NPULLIK
OT TBOMX Apy3en. Jlyywe yTouHM Yy HUX, OTNPaBnsnv nn oHn Tebe aTn dannoi;

8. MNocne okoH4YaHMsa paboTbl Ha MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKNaAKu C
canToM He 3abyab HaxaTb Ha "Beiitun".

Knb6epObynnuHr unu BupTyanbHoe usgeBaTtesibCTBO

KnbepbynnuHr - npecnegoBaHme cooOLLEHUSIMUN, coaepXallummm OcKopbreHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
pasnn4YHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No bopbbe ¢ KnbepOynMHrom:

1. He 6pocaica B 6ou. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCTu u, ecnuv
HeT TOro, K KOMy MOXHO 06paTUTbCHA, TO BHa4dane ycnokoutbcs. Ecnv Tbl HavHelwb
oTBeYaTb OCKOPOMNEeHusMM Ha OcCKOpONneHusi, TO TONbKO eule 6onblie pasoxkellb
KOHQOINKT;

2. YnpaBnsu cBoen knbeppenytauyunen;

3. AHOHMMHOCTb B ceTU MHUMas. CyLecTBYOT CNOCOObl BbIACHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTouT BeCTU XynuraHckui obpas BUPTyanbHOW >XU3HWU. WHTepHeT
dukcmpyeT BCe TBOM [OENCTBUS UM COXpaHsaeT wux. Yganutb wux 6yadetr KpanHe
3aTPYAHUTENbLHO;

5. Cobntogan cBot BUPTYarnbHYI YeCTb CMOSIOAY;

6. IrHopupyi eamHnyHbin Heratue. OQHOpPa30Bbie OCKOPOUTENbHbIE COOBLLEHUS
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOOLLEHUSIMU, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLLEHUA C
onpeaesieHHbIX aapecos;

8. Ecnu Tbl cBupgetenb knbepbynnuHra. TBouM LENCTBUSA: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb €My, 4YTO €ero [OencTBus OLEHUBAKTCH HeraTmBHO,
noagepXaTb XXepTBY, KOTOPOW HYXXHa MCUXOriormyeckas MoOMOLLb, COOBLLNTL B3POCIIbIM
0 paKTe arpeccyMBHOro NOBeAEHNSA B CETMU.

Mob6unbHbIn TenedoH

CoBpemMeHHble cMapTdOHbI 1 NaHWeTbl cogepxat B cebe BMOMHe B3pOChbIi
YHKUMOHAr, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHLIMU KOMMNbIOTEPAMMN.
OpHako, cpencTB 3almThl Ans NoAo6HbIX YCTPOMCTB NOoKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HNUX MPOMCXOOUT HE Tak MHTEHCMBHO, kak ans K, To xxe camoe
KacaeTcsa 1 MOOUNbHbLIX NPUITOXEHWNNA.



CoBpemMeHHble MOBUNbHbIE Bpay3epbl yXXe MpakTUYeckn OOrHanm HacTOSbHble
aHanoru, ogHako paclmpeHne yHKUuMoHana BneyeT 3a cobon 6onbLUylo CIIOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.

[daneko He Bce npou3BOAUTENN BbINYCKAlOT OOHOBMEHMS, 3aKpbiBaloLine
KpUTUYECKNE YyA3BUMOCTU A1s1 CBOMX YCTPOMCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MOBUBHOro TenedoHa:

Hunuyero He gBndetca no-Hactosiwemy OGecnnatHbiM. byab OCTOpOXeH, BeAb
korga Tebe npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOrYT OblTb CKPbITbl KakMe-To
nnaTHble YCnyru;

Ayman, npexage vyem oTnpasute SMS, poTo Unn BMAEeo. Tbl TOYHO 3HaeLlb, rae
OHW ByAyT B KOHEYHOM uTore?

HeobxoanMmo 0o6HOBMATL ONEPaLIMOHHYI0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yi aHTMBUPYCHbIE NporpamMMbl Ang MoObunbHbIX TenedgoHoB;

He 3arpyxanm npunoXxeHns OT HEW3BECTHOrO WCTOYHMKA, BeAb OHM MOryT
coaepxaTtb Bpe4AOHOCHOE nporpamMmmMHoe obecrneyeHue;

[Mocne ToOro Kak Tbl BblAelWb C canTa, rae BBOAWUIT NIMYHYI0 MHOpMaLMIo, 3arnam
B HacTpoviku 6paysepa n yganm cookies;

lMepuoanyeckn npoBepsiv, Kakme nnaTHble YCnyrn akTMBUPOBaHbl Ha TBOEM
HOMepeE;

[aBan cBon Homep MOBUNbLHOro TenedoHa TONbLKO NASAM, KOTOPbIX Thl 3HAELLb
N KOMY [OBeEpSELLb;

Bluetooth gorkeH 6bITb BbIKMOYEH, KOraa Thl UM He nonb3yelbced. He 3abbiBan
NHOrga NpoBEpPsTh 3TO.

Online vrpsbl

CoBpeMEHHbIE OHMANH-UIPbl - 3TO KPACO4Hble, 3axBaTblBAKOLME pPa3BleYEHNs,
00beMHALWME COTHM ThICSY YerloBeK No BceMy Mupy. Urpokn nccnenyot aHHbIA UM
MUp, obLalTca Opyr C APYroMm, BbIMOMHSAKT 3af4aHusl, CPaXalTcs C MOHCTpamMu U
nony4aroT onbiT. 3a yOOBONbCTBME OHWM MNNATAT: MOKYNakT AUCK, OnfadmsBatoT
aboHeMeHT unu nprmobpeTaroT Kakme-To Onunn.

Bce atm cpenctBa maoyT Ha nogdepkaHuve M pasBUTUE UMPbl, @ TaKKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLIMK, BbINMyCKaOTCA HOBbIE NaTym
(umdbpoBble 3annaTkM 418 NporpamMM), 3aKpbiBalOTCA YSI3BUMOCTU CEPBEPOB.

B nogoOHbIX urpax CTouT onacatbCs He CTOMbKO CBOMX COMEPHMKOB, CKOJIbKO
Kpa)kv TBOEro napons, Ha KOTOPOM OCHOBaHa CUCTeEMa aBTopu3aunmn 6oMnbLMHCTBA Urp.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN TBOErO UMPOBOMO akkayHTa:

1. Ecnn ppyron murpok BegeT ceba nnoxo mnu cosgaet Tebe HenpussTHOCTW,
3abnoKMpyn ero B CNUCKe UrpPoOKOB;

2. lMNoxanynca agMuvHUCTpaTopaM WUrpbl Ha Mroxoe noBefeHue 3TOro Urpoka,
XernaTtenbHO NPUNOXUTb Kakne-To JokasaTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBay nu4Hyto MHdopmMaLmio B npodanne urpbl,

4. YBaxan opyrnx y4aCTHUKOB MO uUrpe;

5. He ycTtaHaBnvBamn HeomumnanbHble natyin n Moapl;

6. Nicnonb3yn cnoXxHble U pasHble Naponu;



7. Daxe BO BpeMs Urpbl He CTOUT OTKMKOYaTb aHTMBMpYC. [loka Tbl mrpaellb,
TBOM KOMMbKOTEP MOrYyT 3apasuTb.

DULLMHT UNKN KpaXKka FIUYHbIX JaHHbIX

OOblvHON Kpaxen AeHer U OOKYMEHTOB CErofHs Y)Xe HUKOro He YAMBULLbL, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMN 3MOYMbILLNIEHHUKM NEPEMECTUNNCL B UHTEPHET, U
nNpogosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBUNack HoBasi yrpo3a: MHTEPHET-MOLLUEHHNYeCTBa NN PULLINHT, rmaBHas
Lenb KOTOPOro COCTOMT B MOMyYeHUU KOHUAEHUManbHbIX OAaHHbIX Mnonb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuinckom asbike phishing untaeTcsa kak dpuwmHr (ot fishing -
pblbHast noens, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrnoknpoBaTb €€ 1 cCoObLNTL agMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpeE;

2. WNcnonb3yn GesonacHble Beb-canTbl, B TOM 4uCrie, MHTEPHET-MarasvHoB U
MOUCKOBbIX CUCTEM,;

3. Wcnonb3yn cnoxHble u pasHble naponu. Takum obpasom, ecnu Tebs
B3/1OMatoT, TO 3MI0YMBbILLMIEHHUKN NOSTy4aT AOCTYN TONbKO K OAHOMY TBOEMY NPOodunto B
CeTU, a He KO BCeM,;

4. Ecnun Teba B3nomanun, To HeobxoanumMo npenynpeavTb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fioManu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCsa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNO4YM coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan gannbl U Apyrne BrOXeHUsa B NMCbMax, AaXe €Criv OHM MpULLK
OT TBOMX Apy3en. Jlyyie yTouHN y HUX, OTNpaBnsanu nn oHn tebe atn dannsl.

LndpoBas penyrauusa

LindpoBaga penytaums - aTo HeraTMBHas UNu NO3MTMBHaAA MHpopMaLmMs B CETU O
Tebe. KomnpomeTtupytowias wHpopmauus, pasMelleHHass B WHTEpPHETe, MOXeT
cepbe3HbiM 00pa3om OTpasnTbCA Ha TBOEW pearnbHon XnsnHu. "Lindposas penytaums” -
3TO TBOW UMUK, KOTOPbIN dopMUpyeTcs n3 nHgopmaumm o tebe B MHTEPHETE.

TBOE MEeCTO XUTenbCcTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXKEHNE, OCODEHHOCTU
XxapakTepa 1 pacckasbl 0 O1M3KNX - BCE 3TO HaKkansMBaeTCH B CEeTHU.

MHorme nOApPOCTKM FIErKOMBICIIEHHO OTHOCATCA K  Nybnvkaumm  fAn4HOWU
nHpopMmauun B VIHTepHeTe, He MOHMMas BO3MOXHbIX MNOCNeACTBUA. Tbl Jaxe He
CMOXelWb AoragaTbCs O TOM, 4TO hoTorpacdua, pasmeweHHaa 5 neT Hasag, ctana
NPUYMHON OTKa3a NpUHATbL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dpotorpadoui U apyrme OencTtBus MOryt He
NCYE3HYTb Jaxe Mocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHUn aTy
MHOpMaUuio, nonasia fiv OHa B MOWCKOBbIE CUCTEMbI M COXpaHuMacb M OHa, a
rmaBHoOe: YTO MoayMalrT O Tebe oKpyxarlme nau, KoTopble HauayT U yBUOAT 3TO.



Hantn nHgpopmaumto MHOro fnieT CnycTa CMOXeT NMobon - kak u3 4obpbix NOdYyXaeHUN,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETLI MO 3aLMTe LNMGPPOBON penyTaunn:

1. Mogyman, npexage 4yem 4Tto-TO nNybnmMkoBaTb W nepefasaTb y cebsa B Grore
WM B coLnarnbHOW CeTu;

2. B HacTpoukax npocuns yCTaHOBU OrpaHUYeHuss Ha MpoOCMOTP TBOEro
npodunis 1 ero coaepXnMoro, caenan ero Tonbko "anga gpysen”;

3. He pasmewan n He ykasbiBan WMHOpMauUuio, KOTopas MOXeT KOro-rnmbo
OCKOpO6nATbL Unn obmxaTb.

ABTOpCKOe npaBo

CoBpeMEHHblEe  LUKOSNIbHUKM -  aKTMBHblE  MNonb3oBaTenn  LMGPOBOro
npoctpaHctBa. OpgHako p[aneko He BCeE 3HaKT, 4YTO MNOSfIb30BAHME MHOMMMMU
BO3MOXHOCTAMM LMGPOBOro mupa Tpebyet cobnioaeHnsa npae Ha UHTENNEKTyarbHYO
COBCTBEHHOCTb.

TepMnH "wHTennektyanbHast COBCTBEHHOCTL" OTHOCUTCA K  PasfUYHbIM
TBOPEHUSAM 4YeSloBEYECKOro Yyma, HayumHash C HOBbIX W300peTeHnin U 3HaKoOB,
obo3HavaLWwmx CoOBCTBEHHOCTb Ha MPOAYKTbI W YCRyrkn, WU 3akaH4MBasi KHUramu,
doTorpadomamm, KNHOPUNbMaMU 1 My3blKanbHbIMU MPON3BELEHUAMN.

ABTOpCkMe npaBa - 3TO MNpaBa Ha WHTENMEKTyanbHyl0 COOCTBEHHOCTb Ha
Npou3BeneHNsT Hayku, nuTepaTypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTYNakwT B
KayecTBe rapaHTUM TOro, YTO MHTENNEKTyarbHbIN/TBOPYECKUI TPyA aBTopa He byaet
HanpacHbIM, OacT eMmy ChnpaBenfvBbleé BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, noslyumTb U3BECTHOCTb U Npu3HaHue. H1KkTo 6e3 paspelueHnst aBTopa He
MOXeT  BOCMPOU3BOAUTb  €ro  npou3BefeHue,  pacnpocTpaHsaTb,  NyOnu4Ho
AEMOHCTpUpoBaTb, npodaBaTtb, MMMAOPTUPOBATb, MyckaTb B MpokaT, nybrnMyHo
NCNOSTHATL, NOKa3blBaTb/MCMNONHATL B 3dhupe unm pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro” nporpaMmmMHOro obecneveHmss MOXeT NPUBECTM K
MHOTMM puUCKaM: OT MNOTEPU [LaHHbIX K TBOMM akkayHTam OO0 OnOKMPOBKM TBOErO
YCTPOWCTBA, rae YCTaHOBIEHa HeneranbHas nporpamma. He ctouT Takke 3abbiBathb,
YTO CYLLLECTBYIOT NeranbHble 1 6ecnnatHble NporpamMmbl, KOTOPbIE MOXHO HANTWN B CETM.

O noptane

CeTeBUYOK.ph - TBOW rMaBHbIA COBETYMK B CETU. 34eCb Tbl MOXELb y3HaTb O
BGe3onacHOCTM B CETU MOHATHbIM U OOCTYMNHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KPpUTUYECKON cuTyauum obpatntbCa 3a coBeTOM. A Takke TMNpUHATL y4vacTue B
KOHKypCcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHUHoOM!

Mpunoxexne N 3

NAMATKA ONns POOUTENENA OB UHOOPMALIMOHHOW BEE3OMNACHOCTU OETEN



OnpepeneHne TepmmHa "mHdopmMaumoHHas 6e3onacHOCTb AeTen" coaepXuTcs B
depepanbHoMm 3akoHe N 436-®3 "O zawmTte geten OT MHOPMaLMN, NPUHNHAIOLLEN
Bpen MX 300pOBbI0 U Pa3BUTUID", perynmpyroLmMM OTHOLLEHUS, CBA3aHHbIE C 3aLUUTON
aeten o1 uHOpMauuu, NPUYUHAKOWEN Bped WX 300pOBbH UM (MNKM) pasBUTUIO.
CornacHo gaHHOMYy 3aKOHY "MHgOpMaLuMOoHHaa 6e3onacHoCTb AeTen" - 3TO COCTOSAHUE
3aLUULLEHHOCTN, NPU  KOTOPOM OTCYTCTBYET PWUCK, CBS3aHHbIN C NPUYUHEHUEM
NHopMaumnen Bpena ux 3g4opoBbto U (UNn) PU3N4YECKoMy, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmauunen, npuunHsaLWEen Bpea
3[10POBbIO U (UNN) Pa3BUTUIO AeTeN, ABISETCA:

1. NHpopmaum4, 3anpeLLeHHasa Ans pacnpocTpaHeHnsa cpean neTeun;

2. WHdopMauusa, pacnpocTpaHeHWe KOTOPOWM OrpaHMYeHO cpean aeTen
onpeneneHHbIX BO3PaCTHbIX KaTeropumn.

3. K wuHdopmaumn, 3anpewieHHOW AN pacnpocTpaHeHUa cpeau  OeTen,
OTHOCMTCS:

4. wuvHdopmauus, nobyxpawowass OeTen K  COBEPLUEHMIO  OEWNCTBUM,
NpeacTaBNALWNX Yrpo3y UX XU3HU U (MNK) 300POBbIO, B T.M. NPUYMHEHUIO Bpeda
CBOEMY 310pOBbI0, CaMOyOUICTBY;

5. cnocobHOCTb BbI3BaThb Yy AeTen XeraHuve YynoTpebuTb HapKoTUdeckue
cpeacTtea, NCUXOTPOrnHble U (UNK) odypMaHuBalolmne BellecTBa, TabayHble U3genus,
anKorosibHyt0 M CNMPTOCOAEP KaLLyt0 MPOAYKLUMIO, MMBO U HAMUTKX, U3roTaBfMBaeMble
Ha ero OCHOBe; MPWHATb y4acTue B asapTHbIX Urpax, 3aHMMaTbCsd MNPOCTUTYLMEN,
BpoaSHKHNYECTBOM UIN NOMNPOLLANHNYECTBOM;

6. obocHoBbIBalOWAss UM onpaBAblBalowas AONyCTUMOCTb Hacunusa un (unu)
XecTokocTn numbo nobyxgawwaa ocywecTBNATb HAaCWUMbCTBEHHbIE [OEWCTBUSA MO
OTHOLLEHUIO K FTIOASM U XUBOTHbIM;

7. oTpuuawlias cemenHble LUEeHHOCTM U  OopMUpYyOLLasi HeyBaXeHue K
poauTensam n (Mnu) apyrum YneHam cembM;

8. onpasabiBatoLLasi NPOTUBONPaBHOE NOBEAEHNE;

9. cogepxallasa HeueH3ypHYH OpaHb;

10. cogepxalias nHopmaLnio NopHoOrpadon4ecKoro xapakrepa.

K uH(popmaumn, pacnpocTpaHeHMe KOTOPOM OrpaHM4YeHO cpean [LeTen
onpeneneHHoro Bo3pacra, OTHOCUTCS:

1. uwHpopmauus, npencrtaBnsemMas B Buae wu300paxeHus wunu onucaHus
XKECTOKOCTN, (PU3NYECKOro U (MNKn) NCUXMYECKOrOo Hacunmg, NpecTynieHns Unm UHoro
aHTMObLLLECTBEHHOIO AENCTBUS;

2. BbI3blBaloLWasa y geTen cTpax, y»Kac Unn naHuky, B T.4. npeacraBnsiemasi B
BUae M30bpakeHust Unn onUcaHnsa B YHUXKaOLWEN YerioBeyeckoe AOCTOUHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHus, camMoybMNCTBA, HECHACTHOro cry4as,
aBapum unu katacTpodbl 1 (MNKN) UX NOCNELCTBUM;

3. npeacTtaBnsemasa B Buae M3obpaxeHuss Unn onMcaHuns nosioBbiX OTHOLLEHWN
MeXay MY>XHYMHOWN U KEHLLUNHOW;

4. copepxawas bpaHHble CnoBa M BblpaXXeHUs, He OTHOCSALMECH K HELLEH3YPHON
OpaHu.



C yyeTtom aTtoro Bam npepgnaratotcs npasuna pabotbl B cetn NHTepHeT ans
Pas3fiMyHbIX BO3PACTHbLIX KaTeropuin, cobrnogeHne KOTOpbIX MNO3BONUT obecneynTtb
NHOPMaLNOHHYI0 6Ge30NacHOCTb BalLnX AETEN.

O6wue npaBuna gnsa poauTenen

1. HezaBucmmo ot Bo3pacTta pebeHka ncnonb3ynte nporpammHoe obecrneyeHue,
nomMmorawwiee uUNbTPoBaTb M KOHTPONMPOBATb MHOpMaLMlo, HO He nonaranTechb
NOMHOCTLIO Ha Hero. Balle BHMMaHMe K pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha O4HOM M3 couuMarnbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaTenbHO W3y4yUTe, KaKyro
MHpopMaumnIo NomMeLlarT ero y4aCcTHUKM B CBOMX npodunsax u 6Gnorax, Bkno4vas
doTorpacmn n Bugeo.

3. MNMpoBepbTe, C KaKMMKU OpPYrMMu carTamu CBSi3aH couumarnbHbl cepBuc Ballero
pebeHka. CTtpaHudkm Bawero pebeHka mMoryT ObiTb 6e3onacHbiMW, HO MOTyT W
cofepXaTtb CCbINIKM Ha HexenaTesnbHble U ONacHble canTbl (Hanpumep, NOPHOCaNT, Unu
CanT, Ha KOTOPOM ApYyr YNOMWHAET HOMep coToBoro TenedoHa Bawero pebeHka mnu
Baw gomawHmnin agpec)

4. Tloowpsnte Bawwux peten coobwatb 060 BceM CTpaHHOM WU
OTTalnkMBalwLleM M He CrULWKOM OCTPO pearupymte, Korga OHW 3TO AenarTt (M3-3a
ornaceHus NoTepsiTb A0CTyN K HTepHeTy AeTn He roBopsAT poauTensm o npobnemax, a
TakKe MOryT Ha4yaTb Ucnonb3oBaTb VIHTEpHET BHE AOMa U LLKOSbI).

5. byobTe B Kypce ceTteBow xu3HW Bawero pebeHka. VIHTepecynTechb, KTO MX
Apy3bs B IHTEpHET Tak Xe, Kak UHTepecyeTecb peasibHbIMU OPY3bSMM.

Bo3pacTt ot 7 no 8 ner

B VIHTepHeTe pebeHOK cTapaeTcsi NOCETUTb TE€ UMW UHbIE CalTbl, @ BO3MOXHO U
yaTbl, paspelleHMe Ha MnocelleHne KOTOpbIX OH He nonyyun 6bl OT poauTenen.
Moatomy poauTensim ocob6eHHOo nonesHbl ByayT Te OTYEThl, KOTOPbIE NPEeAOCTaBnAsTCA
nporpaMmamMu MO OrpaHUYeHunto ucnonb3oBaHus WIHTepHeTa, T.e. Poautenbckui
KOHTPOSb UNK TO, YTO Bbl CMOXETE yBMAETb BO BpeMeHHbIX darnnax. B pesynbrare, y
pebeHka He OyaeT oLlylieHus, YTO 3@ HUM BeOeTCs MOCTOSHHbIA KOHTPOSMb, OAHAKO,
poautenu 6yaoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr ux pebeHok. [etn B
AaHHOM Bo3pacTte o6nagatlT CUMbHbIM 4YyBCTBOM CEMbM, OHM [LOBEPYMBbLI U He
COMHeBatoTcs B aBToputeTax. OHM NobAT nrpate B ceTeBble Urpbl 1 NyTeLecTBOBaTb
no WHTepHeTy, MCNonb3ys 3MEeKTPOHHYK MOuYTy, 3axXOAWUTb Ha CalTbl U 4YaTbl, He
pPEKOMEHOOBAHHbLIE POOUTENSAMM.

CoBeTbl N0 6e3onacHocTu B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Co3pgante cnucok AomallHMX npaBun noceweHns MHTepHeTa npu yyYactum
peten n Tpebynte ero BbINOMHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnogeHns BpeMeHHbIX HOPM HaXoXO4eHWs 3a
komnbtoTepoM. lNMokaxunTte pebeHky, 4To Bbl Habnogaete 3a HAM He noTomy 4YTO Bam
9TO xo4eTcs, a noTomy 4YTo Bbl Gecnokontecb 0 ero 6e3onacHOCTM U Bceraa rotosbl
€My NMomMoub.

3. KomnbtoTep ¢ noakntoyeHnem K MHTepHeTy OO0IMKeH HaxoouTbes B obLien
KOMHaTe noa NpMCMOTPOM POAUTENEN.

4. Vicnonb3ynTe cnewyumanbHble AeTCKME NOMCKOBbIE MALUMHbI.



5. Wcnonb3aynte cpencrtea OMOKMPOBAHUA HEXeNaTenbHOro KOHTEHTa Kak
AOMNOJSIHEHME K CTaHgapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. Co3pnante cemMelrHbI SNEKTPOHHbIN ALLMK, YTOObI HE MO3BONUTL AETSAM UMETb
cobcTBEHHbIE agpeca.

7. Bbnokvpynte poctyn Kk cantam € GecnnaTtHbIMX MOYTOBLIMM ALMKAMK C
MOMOLLIbIO COOTBETCTBYHOLLEro NpOrpamMmMHOro obecrneyeHums.

8. Mpuyunte geten coetoBaTbCs ¢ Bamun nepen onybnukoBaHmem kakom-nnbo
NHJOPMaUUM CpeacTBaMU SNEKTPOHHOM MOYThbl, YaTOB, PErMCTPALMOHHLIX POPM U
npodgounen.

9. Hayuute geten He 3arpyxaTtb baunnbl, NporpaMmbl UM my3sbiky 6e3 Baluero
cornacwusi.

10. He paspewante aetsMm ucnonb3oBaTtb CrAyXObl MrHOBEHHOro obmeHa
coobueHnamu.

11. B "6enbin" cnnucok canTtos, paspeLleHHbIX AN NnoceLlleHnsi, BHOCUTE TOSbKO
CanTbl C XOpOoLUen penyTaunen.

12. He 3abbiBante 6ecegoBatb ¢ AeTbMu 00 ux apy3bsix B VIHTEpHETe, Kak ecnu
Obl peyb Wna o Apy3bsax B pearilbHON XXU3H.

13. He genante "Taby" 13 BONPOCOB MOMOBOM XWU3HW, TaK Kak B VIHTepHeTe aeTu
MOTYT NIerko HaTKHYTbCS Ha NOpHOrpaduio U canTbl "Onga B3pocrbIx".

14. MNpuyunTte Bawero pebeHka coobLliaTtb BaM O nobbIX yrpo3ax unu Tpesorax,
cBsA3aHHbIX ¢ MIHTepHeTOM. OcTaBanTeCb CMOKOWMHbIMU M HarnoOMHUTE OETSM, YTO OHU B
GesonacHocTM, ecnu camu pacckasanu Bam O CBouX TpeBorax. [loxsBanute ux u
NOCOBETYNTE NOAOWTM eLle pa3 B NOAOOHbIX Criyyasix.

BospacTt geten ot 9 oo 12 ner

B paHHOM Bo3pacTte AgeTu, Kak MNpaBuno, YXe HachbllaHbl O TOM, Kakas
nHpopmauusa cywectsyet B NHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO
yBMAETb, MNPOYeCTb, YycnblwaTtb. [lpy 3TOM HYXHO MOMHWUTb, 4YTO [OCTyn K
HexxenaTenbHbIM MaTepuanamMm MOXHO nerko 3abnokumpoBaTb NpW MOMOLWLM CPeAacTB
Poantenbckoro KOHTpOns.

CoBeThbl No 6e3onacHocTu gnsa aeten ot 9 oo 12 net

1. Co3pgante CnNUCOK AOMalLHMX npaBun noceweHnss VIHTepHeT npu yvactum
aeTen n TpebynTe ero BbINOSTHEHWS.

2. Tpebynte otT Bawero pebeHka cobnogeHMs HOPM HaxOoXOeHus 3a
KOMMbIOTEPOM.

3. Habnogante 3a pebeHkoM npu paboTte 3a KOMMbLIOTEPOM, MOKAXUTE eMY, YTO
Bbl 6ecnokontech 0 ero 6€30nacHOCTM 1 BCerga rotoBbl oka3aTb €My MOMOLLb.

4. KomnbloTep ¢ nogkrnoveHnem B VIHTepHeT OOofmKeH HaxoauTbca B obuien
KOMHaTe nog npucMoTpoM poauTenen.

5. Wcnonb3ynte cpencrtBa OMOKMPOBAHUA HEXENATENbHOrO KOHTEHTa Kak
AOMNOJTHEHME K CTaHOAPTHOMY PoauTenbCKOMY KOHTPOIO.

6. He 3abbiBarite npuvHMMaTb HEMNOCPEACTBEHHOE y4yacTue B XWU3HU pebeHka,
GecepoBaTb C 4eTbMU 06 UX Apy3bsax B VIHTEpHeTe.

7. HactamBariTte, 4TOObl O€TM HUKOr4a HE cornallanucb Ha NUYHbIE BCTPEYN C
Apy3bsMu Mo IHTepHeTy.



8. MNo3BonanTe AeTsaM 3axoauTb TOMNbKO Ha canTbl U3 "Genoro" cnucka, KOTopbIN
cosganTte BMECTE C HAMM.

9. MNpuyunte geten HUKOr4a He BblgaBaTb JIMYHYK MHOpMaUMO cpeacTeamm
SNEKTPOHHOM MOYThbl, YaTOB, CWUCTEM MIFHOBEHHOIO OOMeHa CcoObLIEeHUAMM,
PerncTpaunoHHbIX OOPM, IUYHbLIX MNpodunen U Npu perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. lNpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHus.
O6bsiCHUTE WM, YTO OHM MOTYT CrydamHO 3arpy3uTb BUPYCbl WNKM  Opyroe
HexxenaTesnibHoe nporpaMmHoe obecnedeHue.

11. CospawnTte Bawemy pebeHKy orpaHMyYeHHyo y4eTHYH0 3annck Ans paboTbl Ha
KOMMblOoTEpPE.

12. Mpwuyunte Bawero pebeHka coobwiatb BaM 0 NOBbIX yrpo3ax unu Tpesorax,
CBSA3aHHbIX ¢ VIHTepHeTOM. HanomMHuTe Oetsam, 4Tto OHM B Ge30MacHOCTU, ecnu camu
pacckasanu BaM O CBOMX TPEBOrax 1 ornaceHusx.

13. PacckaxuTte getsm o nopHorpadpumn B HTEpHeTe.

14. HactaumBante Ha TOM, 4YTOOblI OETW NPEeAOCTaBnsnNM Bam LOCTYN K CBOEN
3NIEKTPOHHOM MoYTE, YTOOLI Bbl YOEAUNNCh, YTO OHM HE 0BLatTCa C HE3HaKoMLUaMu.

15. Ob6bAcHMTE [eTsM, 4YTO Henb3s WUCNonb3oBaTb CeTb AN XYNUraHcTBa,
pacrnpocTpaHeHusi CnneTeH Unn yrpoas.

Bo3pacTt geten ot 13 oo 17 net

B 3TOM BO3pacTte noApOCTKM aKTUBHO WCMOMNb3YKT MOUCKOBbIE MaLLVHbI,
NONb3YKTCA 3NEKTPOHHOM MOYTOW, cnyxb6amy MrHOBEHHOro obMeHa COoobLEeHUsaMN,
CKauMBalT My3blky M unbmbl. Manbunkam B 3TOM BoO3pacTe Oonblie no HpaBy
CMeTaTb BCE OrpaHMYeHunsi, OHWN XaxayT rpyboro tomMopa, asapTHbIX Urp, KApTUHOK "ans
B3pocnbix". [leBo4kM npegnoymtatoT obwaTbCcsa B YaTax, npyM 3TOM OHM ropasgo bonee
YYBCTBUTENbHbI K CEKCyarbHbIM JOMoratenocream B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poaMTENsiM yxKe BeCbMa CITOXXHO KOHTPONMPOBaTb
CBOMX [eTeun, Tak kak 06 VHTepHeTe OHU yxe 3HalT 3HauuTenbHO Gonblie CBOUX
pooutenen. Tem He MeHee, He OTnyckauWte pgeten B "cBobogHoe nrasaHue" no
NHTepHeTy. CTapanTechb akTUBHO y4acTBOBaTb B 06LLEHNN pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobntogatb npasuna WMHTepHeT-6e3onacHocTM -
cornawleHue mexay poautenamm n getbmu. Kpome Toro, He06X0aANMMO Kak MOXHO YaLle
npocmaTpuBaTb OTYETbI O AeaTenbHocTn getenm B WMHTepHete. CnegyeT obGpatuTtb
BHMMaHME Ha HeobXo4MMOCTb COAEepXXaHWsA pPOAUTENbCKMX naponen (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb ITUX
naponewn.

CoBeTbl N0 6e3onacHOCTM B 3TOM Bo3pacTe oT 13 ao 17 net

1. Cosgante CnNMCOK AOMAaLUHMX NpaBun nocelleHns MHTepHeTa npu ydactum
noapocTkoB u Tpebynte 6e3ycrnoBHOro ero BbinosiHeHusi. ObroBopute ¢ pebeHkom
CMUCOK 3anpeLleHHbIX canToB ("4epHbli cnmcok"), 4vacbl paboTbl B WHTepHeTe,
PyKOBOACTBO Mo 0buieHunio B IHTepHeTe (B TOM Yncne B Yatax).

2. KomnbloTep ¢ noakntovyeHnem K cetn IHTepHeT OOMmKeH HaxoanTbcsa B obLuen
KOMHaTe.

3. He 3abbiBanite 6ecegoBatb C A4eTbMK 00 NX Opy3bsx B VIHTepHETEe, O TOM, YeM
OHM 3aHATbl Takmm obpasom, OyaTo pevb MAeT O Apy3baX B peanbHOW >KU3HW.



CnpawmuBante 0 nwoasix, C KOTOpbIMM AeTn obwarTca nocCpeacTBOM  Cnyxo
MrHOBEHHOro obMeHa coobLeHnsMN, YTOObI yOeanTbCs, YTO 3T JNIIOAMN UM 3HAKOMbI.

4. Wcnonb3ynte cpeactBa ONOKMPOBaHUSA HeXenaTenbHOro KOHTEHTa Kak
AONOSfHEHME K cTaHAapTHOMY PoanTenbCkoMy KOHTPOSHO.

5. Heobxogumo 3HaTb, Kakmumu 4atamm nonb3ytoTca Bawwn getun. lMNoowpsnTte
NCMnonb30BaHME MOAEPUPYEMbIX YATOB M HacTaumBanTe, 4YToObl AeTu He obuwanucb B
NpUBaTHOM peXUMe.

6. HacramBamte Ha TOM, 4YTOObI [E€TM HMKOrda He BCTpevanucb JfUYHO C
Apy3bsMu 13 cetn NHTepHer.

7. lMpunyunte peten He BblgaBaTb CBOK JNNYHYD MHGOPMaUMO cpeacTBamu
SNEeKTPOHHOM  MOYThbl, 4YaToOB, CWUCTEM MrHOBEHHOro obmeHa coobLeHNAMMU,
PErncTpaunoHHbIX (OpM, NUYHBIX MpOdUIEn M NpU perncTpauum Ha KOHKYpCbl B
NHTepHeTe.

8. lpuyunte peten He 3arpyxaTtb nporpammbl 6e3 Baiuero paspelueHus.
O6bsACHUTE UM, YTO OHWM MOTYT CIfyYalHO 3arpy3vTb BUPYCbl WM apyroe
HexxenaTenbHoe nporpaMmHoe obecrneyeHue.

9. Mpuyunte Bawero pebeHka coobuwiaTb Bam O NoObIX yrpo3ax unu Tpesorax,
CBsA3aHHbIX C MIHTepHeTOM. HanoMHuTe Ogetam, 4To OHM B 6Ge30nacHOCTU, ecrnn camm
pacckasanu Bam, O CBOMX Yrposax unum TpeBorax. [loxBanute MX M MOCOBETYyWTE
NnoaonTn eLle pa3 B NogobHbIX criyvasix.

10. Pacckaxunte geTtam o nopHorpadpumn B MIHTepHeTe. Nomorute um 3amnTuTbCA
OT cnama. HayumTe nogpocTKOB He BblgaBaTb B VIHTEpHeTe CBOEro pearbHOro
9NEKTPOHHOrO agpeca, He OTBeYaTb Ha HexenaTenbHble MMCbMa WU UCNONb30BaTb
crneumarnbHble NoYTOBbIE UMbTPbI.

11. Mpuyunte ceba 3HAaKOMUTBLCS C cCanTaMu, KOTOpPble NOCELLaT NOAPOCTKM.

12. Hayunte geten yBaxaTtb OpPYrnX B MHTEPHeTe. Yb6eamTechb, YTO OHM 3HAKOT O
TOM, YTO MpaBuiia XOpPOLLEro noBedeHWs OEeNCTBYIOT Be3de - axe B BUPTyalbHOM
Mupe.

13. OB6bscHUTE OeTsIM, YTO HM B KOEM Cryyae Henb3s ucnosib3oBaTtb CeTb Ans
XyINMraHcTBa, pacnpocTpaHeHUs CnieTeH Unun yrpo3 Apyrum niogsam.

14. O6cyante c nogpocTkamm npobnembl CeTeBbIX as3apTHbIX WUMP U KX
BO3MOXHbI pUCK. HanoMHMTE, YTO AETN HE MOTYT UrpaThb B 3TU UrPbl COMACHO 3aKOHY.

NMocTosiHHO KOHTpONUpyuTe ucnonb3osaHne NHTepHeTa Bawmm pebeHkom!
9TO He HapyleHue ero JIM4HOro NpPOCTPaHCTBa, a Mepa NPeaOCTOPOXHOCTU U
nposisrieHne Bawen poantenbLCKomn OTBETCTBEHHOCTU U 3a60ThI.



